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Why now?

THE NATIONAL SECURITY RISKS OF CHINA'S ROLE IN EUROPE'S ENERGY TRANSITION

Events in the Middle East, like the Ukraine crisis before, are making the costs of
fossil fuel dependence suddenly, painfully visible. When energy markets con-
vulse in response to distant events, the households and businesses absorbing
the shock receive an acute lesson in what sovereignty actually means. It is
no longer an abstract geopolitical concept. Itis a gas bill.

That lesson, delivered repeatedly and harshly, is concentrating political minds
across Europe. The latest price shock may well accelerate the clean energy
transition — a way to produce more power at home, reduce vulnerability to
imported hydrocarbons, and insulate domestic economies from markets
they do not control.

But this is where the argument folds back on itself in a way the old climate
consensus has never adequately handled.

The fastest, cheapest route to deploying clean energy at scale — solar panels,
battery storage, grid technologies, heat pumps — currently runs overwhelm-
ingly through China. Beijing's dominance across these supply chains is the
product of decades of industrial strategy. So Europe’s response to its oil and
gas dependency risks quietly consolidating another dependency: this time
on Chinese clean energy technology. One chokepoint replaced by another,
no less real for being less visible on an energy bill.

A transition that swaps one structural vulnerability for another has not solved
the underlying problem. Wishing these risks away is not a strategy. Neither is
silence. The discomfort that sometimes surrounds this conversation — the fear
that raising supply chain overdependencies hands ammunition to those who
would delay the transition — is understandable. But inconvenient arguments
tend to arise because the underlying problems are real. Ignoring a depend-
ency risk does not dissolve it. It simply means someone else is managing it,
on their terms, not yours.

The question facing European leaders is not whether these risks exist. It is
whether they engage with them seriously enough, and soon enough, to shape
the terms on which the energy transition actually lands.

That is why Loom created this project — a rigorous, clear-eyed assessment
of what these dependencies could mean for European security, drawing on
interviews with twenty experts from across Europe’s national security and en-
ergy communities, authored by two of Loom’s global advisers who are leaders
working at the intersection of national security and energy policy.

The fight over who controls the technologies, supply chains, and resourc-
es that power modern economies and militaries is the defining contest of
our era. Clean energy is at its centre. That is what makes this a debate that
should have happened five years ago — but now will do. Of course, mapping
vulnerabilities is not enough. The countries that emerge from this transition
with genuine energy sovereignty will be those that treated energy policy as
an industrial strategy and security challenge, not just a climate one. That is
the reality Loom was designed to address.

Joss Garman
Executive Director, Loom

© LOOM



DEPENDENCE THE NATIONAL SECURITY RISKS OF CHINA'S ROLE IN EUROPE'S ENERGY TRANSITION

Executive Europe is heavily dependent on Chinese low-carbon technologies. In 2024,

Summary China accounted for 98% of European solar panels, 88% of lithium-ion battery
imports, and 61% of inverter imports. Policies in Europe to ‘de-risk’ have not
translated into a material shift in the geography of clean-tech manufacturing
at scale.

The national security risks of dependency on China for low-carbon technology
are not the same as dependency on fossil fuel imports — but they are serious.
Fossil fuel disruptions have an immediate impact on energy supply and cost,
as witnessed following the Russia-Ukraine and Gulf conflicts. Whilst imported
low-carbon technologies can mitigate against these shocks and help reduce
prices over time, the risks of dependence they present are nonetheless real.
They take the form of industrial, technological, and geopolitical leverage hitting
European prosperity, politics, and defences. This is widely underappreciated.

Unchecked dependence on China for these technologies will damage Euro-
pean economies. China decimated Europe’s solar industry. Automotive and
wind manufacturing will probably be next. If the energy transition leads to job
losses instead of economic renewal, public support for decarbonisation will
erode. Over the long-term, Europe’s trade deficit with China will widen and
Chinese leverage will strengthen, including through an outsized influence over
prices. Europe’s Al ecosystem, a strategic priority, risks becoming dependent
on Chinese batteries. If China restricted battery exports, Al development here
would slow.

Europe’s defence supply chains are also vulnerable. Rearmament relies on
many of the same materials, components, and manufacturing techniques as
the low-carbon sector. Rare earth magnets and batteries, both dominated by
Ching, are critical inputs for modern warfare. Without new energy industrial
strategies, Europe’s defence sector will very likely become more dependent
on China too.

Washington DC will likely pressure Europe to reject Chinese technology or
face severe economic and security consequences — yet this remains an
overlooked risk. The US could sanction Chinese suppliers or components,
and demand European nations remove them from their energy systems, or
face tariffs or other sanctions such as the withdrawal of the US from European
security architecture.

A more holistic and strategic approach to managing these risks is lacking.
This is now a danger initself. Policy has been driven by emissions targets and
cheap imports rather than a joined-up assessment of how global economic
and geopolitical paradigms have changed. Policy silos in Brussels, and within
and across European capitals, prevent coordinated action. This is compounded
by differences in priorities and risk tolerance. The energy transition can still
support greater energy sovereignty in European countries and reduce the
costs associated with fossil fuel volatility. But if Europe doesn't act to reduce
dependency on China by creating its own industrial capabilities, it may be
forced to do so on Washington's terms.
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Europe’s path to
energy security:
more reliance
oh China

THE NATIONAL SECURITY RISKS OF CHINA'S ROLE IN EUROPE'S ENERGY TRANSITION

Since the 1990s, European governments have hard-wired decarbonisation
goals, efficiency and renewables into the rules that govern how it produces,
trades, and uses energy, allowing Europe to successfully drive down emissions.
But energy security risks and supply chain dependencies are changing rap-
idly. European capitals are not assessing, let alone addressing, the national
security implications of these changes.

The EU's 2019 Green Deal and subsequent ‘it for 55" package set a legally
binding path to climate neutrality by 2050, with a 55% net emission cut (at
least) by 2030 through tighter carbon pricing, higher renewables and efficiency
targets, as well as economy-wide electrification. The UK’'s Climate Change Act
(2008) and Net-Zero Strategy (2022) also establish a 2050 net-zero target. To
achieve these, European countries need hefty investments in the deployment
of wind and solar power. The EU Commission’s solar strategy requires an
almost four-fold increase in solar capacity from current levels. Wind Europe
estimates that the bloc will need to almost double wind installations by 2030
to meet its climate and energy goal. Battery storage needs are also set to rise
to an estimated 200 GW in 2030, up from 89 GW in 2024. The UK government’s
own scenarios suggest a similar scale-up. Meanwhile, the decarbonisation
of transport means that electric vehicle (EV) sales in the EU would need to
reach 70-80% of new car sales in 2030 in order to be aligned with its net-zero
ambitions, or a close to a ten-fold increase from current stock levels.

Chart 1I: EU final energy consumption by sector, 2023
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Europe’s electricity system has already decarbonised rapidly. In 2024, renew-
ables accounted for almost half of the EU’s electricity consumption, a three
fold increase from 2004 levels. Nuclear and hydropower are also important
pillars of Europe’s energy mix, although they are unevenly distributed across the
continent. Nuclear provides around a quarter of Europe’s electricity particularly
in France, Sweden, and the UK while hydropower is a significant renewable
resource in France, Italy, Austrio, and the Nordics. This means that fossil fuels
are still critical to energy supply: transport is the single largest energy consumer


https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/european-green-deal_en
https://commission.europa.eu/topics/climate-action/delivering-european-green-deal/fit-55-delivering-proposals_en
https://www.legislation.gov.uk/ukpga/2008/27/contents
https://www.legislation.gov.uk/ukpga/2008/27/contents
https://www.gov.uk/government/publications/net-zero-strategy
https://windeurope.org/data/products/wind-energy-in-europe-2024-statistics-and-the-outlook-for-2025-2030/
https://windeurope.org/data/products/wind-energy-in-europe-2024-statistics-and-the-outlook-for-2025-2030/
https://energy.ec.europa.eu/topics/research-and-technology/energy-storage/key-facts-energy-storage_en
https://ec.europa.eu/eurostat/statistics-explained/index.php?title=Energy_statistics_-_an_overview#Final_energy_consumption
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requiring oil products for personal transport and freight. Houses, schools, and
hospitals are heated mostly by gas, although some are moving to electricity,
district heating and heat pumps.

Chart 2: EU and UK power generation by fuel, TWh
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Source: Ember

Europe’s energy transition strategy, at least until 2022, rested on the assumption
that globalisation and market diversification would guarantee a steady flow
of low-carbon inputs that would also allow Russian gas to be phased out
gradually. Although the geopolitical vulnerabilities of dependence on Gazprom
were recognised, Russia was expected to remain a large, commercially
motivated supplier. After all, flows to Europe were underpinned by stable
long-term contracts and physical pipeline infrastructure. New LNG capacity
and interconnections would provide an additional layer of energy security in
the event of supply disruptions. Meanwhile, imports of competitively priced
solar panels, batteries and electric vehicles from China were seen as part of
the solution, not the problem.

© LOOM
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Reality
check

THE NATIONAL SECURITY RISKS OF CHINA'S ROLE IN EUROPE'S ENERGY TRANSITION

COVID-19 challenged these assumptions. Supply-chain disruptions prompted
a broader rethink of dependencies and market concentration. Russia’s inva-
sion of Ukraine in 2022 was a critical inflection point. Russia’s weaponisation
of gas supplies raised concerns that fossil fuels, not renewables, were the
unreliable and expensive option, accelerating efforts to bolster strategic au-
tonomy in both fuels and transition-technology inputs. Still, Europe is far from
energy independent. North Sea production accounts for roughly one third of
Europe’s gas demand but production is declining, while its contribution to oil
demand is marginal. As a result, Europe relies on oil and gas imports from the
Middle East, North Africa and the Caspian, with the role of the US growing in
importance, especially after the sharp reduction in Russian imports in 2022.

Chart 3: EU-27 and UK gas imports by source, bcm per year
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Source: OIES

European governments have taken comfort in the fact that the availability of
globally traded LNG helped European nations avoid major power outages and
deeper economic shocks, but it came at a steep cost. In 2022, the EU’'s import
bill for oil, gas, and coal reached €548.4 billion, a €300 billion increase from
2021 levels, accounting for 3.4% of the EU’'s GDP. Moreover, energy subsidies to
protect EU consumers from high prices reached €187 billion in 2022. The costs
associated with an accelerated energy transition are also rising given higher
costs of capital, which coincides with a cost of living crisis in many European
countries and rising defence spending needs.

The geopolitics and economics of energy in Europe have now changed funda-
mentally. The rising costs of energy and the knock-on effects for industrial com-
petitiveness as well as for people’s livelihoods has made energy integral to the
domestic energy debate, shifting it from a primarily climate-driven focus to one
thatis increasingly framed around energy security, resilience, and competitiveness.
With the EU now also committed to phasing out imports of Russian pipeline gas
and LNG by 2027, it must find alternatives. US LNG is one option. Some European
nations are reluctant to rely too heavily on it, as it is perceived as a source of
geopolitical leverage, while other governments see it as a means of ensuring US
security guarantees. Accelerating electrification is another option, which might
mean increasing dependence on Chinese low-carbon technologies.


https://energy.ec.europa.eu/data-and-analysis/energy-prices-and-costs-europe/dashboard-eu-energy-bill-2024_en
https://energy.ec.europa.eu/data-and-analysis/energy-prices-and-costs-europe/dashboard-eu-energy-bill-2024_en
https://energy.ec.europa.eu/data-and-analysis/energy-prices-and-costs-europe/dashboard-eu-energy-bill-2024_en
https://energy.ec.europa.eu/data-and-analysis/energy-prices-and-costs-europe/dashboard-eu-energy-bill-2024_en
https://energy.ec.europa.eu/news/energy-subsidies-report-shows-progress-2023-2025-01-29_en
https://energy.ec.europa.eu/news/energy-subsidies-report-shows-progress-2023-2025-01-29_en
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Europe is already heavily dependent on Chinese low-carbon technologies.
In 2024, China accounted for 98% of European solar panels, up from 68% a
decade ago. While EV sales are not yet dominated by Chinese imports, Chi-
na’s share has increased from 12% in 2017 to 45% in 2024. Traditional European
carmakers are squeezed by their Chinese peers, especially in compact EV
segments. Many are moving their manufacturing to China and exporting to
the EU. European suppliers report close to 75,000 jobs cut in 2024 and 2025,
driven by weak margins, EV transition costs, and rising Chinese competition.
Significantly though, China’s share of the lithium-ion batteries that go into
EVs were 88% of total imports in 2024, compared to 75% in 2019. Meanwhile,
Chinese supplies of inverters, which convert the direct current (DC) power
produced by solar panels, wind turbines, and batteries into alternating current
(AC), accounted for 61% of Europe’s total imports in 2024, up from 45% in 2018.

Chart 4: China share of European (EU + UK) imports of solar panels
by value, $US million
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Given rising concerns about dependency on Chinese equipment, the Green
Deal Industrial Plan and Net-Zero Industry Act aim for at least 40% of key
net-zero technologies to be manufactured in Europe by 2030, using fast-tracked
permits as well as looser state-aid and procurement rules to pull investment
out of China-centric supply chains.

But the EU's de-risking goals have so far produced limited funding streams
and a few project announcements, and they have not yet translated into a
material shift in the geography of clean-tech manufacturing at scale. Europe
remains well below the 40% benchmark in core technologies like solar pho-
tovoltaic (PV) modules and batteries. Announced projects are mostly still at
final investment decision or permitting stage rather than under construction.

Building out these supply chains is complicated by the fact that China dom-
inates intermediate inputs: for solar, for instance, China controls around 95%
of global wafer production and the bulk of cell capacity. Even Europe’s re-
maining polysilicon producers export most of their output to be processed in
China. Similarly, a European company trying to ‘reshore’ lithium-ion battery
manufacturing may still need to import cathodes and anodes from Ching,
meaning that new European factories might improve local jobs and resilience
at the final assembly stage but do little, in the short term, to reduce exposure
to price swings or export restrictions higher up the value chain.

© LOOM
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Has Europe been asleep at the wheel? To a certain degree, Europe has failed
to recognise the effectiveness of China’s industrial policies. Brussels has for
years tried to level the distorted playing field created by Chinese industrial
practices, but the appeal of lower cost inputs and efficient supply chains in
China was seen to outweigh the risks to European industrial manufacturing.
Equally, globalisation and competitive advantages were the organising prin-
ciples of global trade.

Even today, the complexity and sophistication of industrial policies in China
and how they have shaped a dynamic commercial environment are under-
appreciated in Europe. European policy makers have focused on subsidies
while failing to recognise that China’s industrial model is broader and deeper
than subsidies. Government support has also included demand stability and
policy certainty, alongside industrial clusters, automation, and skill develop-
ment. As one energy expert we interviewed for this report noted: ‘European
companies are used to being the best. They don't understand how far behind
they are, and this denial creates risk.’

Over the course of decades, Chinese firms have developed expertise and a
dominance in low-carbon technologies and gradually moved up and down
the related supply chains. The end result is that Chinese companies produce
more than two thirds of EVs globally and account for the bulk of battery and EV
component manufacturing. In lithium-ion batteries, one of the two main battery
chemistries, China’s share of cathodes and anodes ranges between 70-80%.

While this paper focuses on the components and end products that European
countries need for the energy transition (rather than the minerals required to
produce them), China also refines the majority of minerals and metals used to
produce cleantech including lithium, cobalt, manganese, and nickel to name
but a few. Perhaps most significantly, China accounts for over 90% of rare
earth refining and magnet production, a key input into electric vehicles and
wind turbines. While transport is the main end user of permanent magnets,
they are also critical for industrial motors, electronics, medical devices, and
importantly, defence and aerospace. Finally, Chinese firms are also major
players in power transformers, inverters, and other high voltage components
used in power grids.

1


https://www.oxfordenergy.org/wpcms/wp-content/uploads/2024/07/CE14-Clean-energy-innovation-in-China-Final.pdf
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Chart 5: Solar PV supply chains
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Source: Phillip Andrews-Speed, OIES

Assessing the risks associated with dependencies on Chinese low-carbon
technology is extremely complex. It requires a clear-eyed analysis of which
risks are specific to Chinese imports of low-carbon goods and which are
system wide issues. It also requires a holistic assessment of energy security,
defence, industrial, and political risks. The next section unpacks these.

© LOOM
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For the purposes of this report, we assume the following to 2035:

Europe’s energy transition will be politically contested, but will ultimately
continue. Advantageous economic fundamentals and energy security con-
cerns will be key drivers. However, public and political scrutiny of the perceived
costs of low-carbon energy will increase. As a result, European governments
will be forced to address energy prices as a top priority.

Therise of Chinese low-carbon technology in European markets will continue.
More Chinese solar panels, batteries, EVs, and even wind turbines will enter
Europe. China’'s market share in all technologies will increase, except in solar
where it is already at 98%. Chinese technology is likely to become even more
cost-competitive, further squeezing European manufacturers. To comply with
growing local content and manufacturing requirements, Chinese producers
will seek to expand their operations in Europe.

Relations between the West and China - particularly between the US and
China - will continue to deteriorate as China grows more economically,
militarily, and diplomatically powerful. There is no outright conflict between
the West and Chinag, but there will be several limited-scale flashpoints - for
example over trade, human rights, or the South China Sea.

China will develop an increasingly sophisticated set of geoeconomic and
statecraft tools, which it uses more frequently to coerce or punish those with
whom it has disagreements.

The Taiwan contingency

In the aftermath of the full scale Russian invasion of Ukraine, a crisis in
the Taiwan Strait has been flagged as a key risk for Europe, in light of
its high economic and technological interdependence with China. The
argument goes that if (or when) China invades Taiwan, Beijing will use
export controls of minerals, components or low-carbon technologies
to deter responses from the West. Hence, Europe should reduce its re-
liance on China. We do not disagree with the notion that Europe should
diversify and de-risk its dependencies, but in our view, a large-scale
military attack on Taiwan remains a low-probability scenario through
2035. We expect China will continue to deploy a growing variety of grey-
zone activities and intensify economic coercion and political pressure
on Taiwan, but to the extent possible, it will avoid launching a kinetic
war (barring a certain number of triggers). Moreover, even in the event
of conflict, a unified trans-atlantic approach to sanctions seems highly
unlikely. That said, if governments are assuming that cross-Strait con-
flict is inevitable, and that European countries will be called to choose
sides or impose restrictive measures on Ching, they should proactively
reduce critical dependencies on China across a range of sectors, in-
cluding low-carbon technologies, but also telecommunications and
pharmaceuticals.

13
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Operational Disruption

Concerns about the national security risks arising from China’s dominance
of low-carbon technology often focus on the potential for China to cause
0 'I widespread disruption to critical energy and transport systems. Security officials
point to the possibility of China using ‘backdoors’, ‘kill switches’ or other covert
capabilities to remotely disable solar panels, wind turbines, electric vehicles,

Large scale . g ., .
di o or even whole grids. Similar to concerns about Huawei's presence in European
isruptive " : !
ttack telecommunications networks, the conversation around Chinese low-carbon
eladels technology has accordingly become mired in technical details about source
Likelihood code, smart components, and Chinese personnel in control rooms.
Very Unlikely ) ) )
These claims require further scrutiny.
Impact
Very High The widespread use of Chinese low-carbon technology would indeed make it

easier for China to disrupt European energy systems, if it chose to do so. China’s
cyber actors are highly capable and have long sought persistent access to
Western critical infrastructure. They almost certainly have the capability to
remotely access Chinese manufactured or operated ‘smart’ hardware or
software, including industrial control systems. Chinese law obliges citizens
and organisations - including technology manufacturers and operators - to
assist the security services or military if requested. Remote servicing access, or
even the physical presence of Chinese nationals in control rooms for offshore
wind, introduce further risk. As one European wind industry interviewee told
us, ‘whoever makes the technology knows it best'.

The impact of a large-scale disruptive attack would be very high. Critical
energy infrastructure would almost certainly be temporarily disabled with
some permanent destruction also likely. Widespread and lasting blackouts
could result. EVs and charging infrastructure could be disabled, extending
disruption into the transport sector. In a military crisis, vital infrastructure
might be unavailable at precisely the moment it is needed most, reducing the
reliability of energy, road, and rail networks. While systems would eventually
recover, the longer-term damage to public confidence in governments and
the energy transition could be considerable.

Yet there are several reasons to guard against focusing too narrowly on this
risk. First, China is highly unlikely to conduct a large-scale attack on European
infrastructure except in time of war or near war. Such an attack would severely
damage China-Europe relations, invite retaliation and risk military escalation.
China seeks none of these outcomes.

Second, the focus on ‘Chinese’ low-carbon technology is misplaced. Equipment
does not need to be manufactured, installed or operated by Chinain order to
be vulnerable to cyber attack by Chinese or any other capable actor. Russian
cyber attacks on Ukrainian energy infrastructure, and the US’s attack on the
Venezuelan grid during the extraction of Nicolds Maduro, demonstrate the
vulnerability of electricity equipment irrespective of ownership or source. In
2024 the US Federal Bureau of Investigation and Department of Homeland
Security exposed efforts by a group of People’s Liberation Army (PLA)-affiliated
cyber actors known as Volt Typhoon to gain persistent access to non-Chinese
made critical US systems. This ‘pre-positioning’ would give China the capability
to disrupt systems in the event of a future conflict.

Moreover, the concept of ‘Chinese’ low-carbon technology is flawed. Most ‘non-

]6 © LOOM
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Chinese’ technology either contains Chinese components, or is manufactured
in Ching, or both. This provides ample opportunity for installing back-doors to
enable remote access, should China wish to do so. As one systems operator told
us during our research:‘It's really hard to protect anything that is made overseas.

Third, there has often been insufficient differentiation between ‘dumb’ and
‘smart’ low-carbon technology. China cannot access solar panels or physical
cables which are not internet connected, so there is no cyber risk to these
specific assets.

While a large-scale disruptive attack by China is very unlikely, China probably
has a lower threshold for conducting smaller-scale cyber attacks. Such action
would enable China to demonstrate that it has the capability to hold European
infrastructure at risk and affect strategic calculus, while maintaining plausible
deniability. China’s willingness to weaponise critical minerals shows that it is
prepared to be aggressive and driven by geopolitical rather than commercial
concerns. Even smaller-scale cyber attacks could cause significant disruption.

China is likely to restrict supply of low-carbon technology and components,
even outside of a conflict scenario. A recurring theme in our research interviews
was that China now dominates large parts of the low-carbon technology sup-
ply chain and is increasingly willing to use this position as leverage. There are
several examples of China limiting exports in response to diplomatic disputes
or domestic priorities: critical minerals to Japan in 2010; gallium, germanium,
graphite, and antimony to several countries in 2023-4; heavy rare earths and
magnets to the US in 2025; and critical minerals to Japan again in 2026.

Beyond deliberate restrictions, the geographic concentration of supplies in
China means that interruptions could also occur because of extreme weather
events, logistical disruptions, or even pandemics, as seen during COVID-19.

Such disruptions would raise costs, delay new projects, and hamper opera-
tions of existing projects in the medium term should replacement parts not
be available. The impact would vary by component: losing access to perma-
nent magnets would be more disruptive than losing access to solar panels.
However, the overall impact on currently operating systems would be low,
and there would be time for mitigations to be developed. Losing access to
Chinese solar panels would be less damaging than suddenly losing access
to oil and gas supplies, by comparison. Alternative supplies might also be
available, albeit at a higher price.

17



18

Case study - Inverters

Inverters convert the direct current (DC) power produced by solar
panels, wind turbines, and batteries into alternating current (AC) and
are increasingly used to perform a broader grid stabilisation function.
US national guidance explicitly flags inverters and associated control
systems as vectors through which cyber attackers could disrupt dis-
tributed solar and, at scale, threaten grid reliability.

This is because remote manipulation can reduce inverter output, cause
equipment damage, trip large fleets, and destabilise local grids and
microgrids. Moreover, remote access is facilitated by poor access con-
trol, weak authentication, or unencrypted protocols. Mitigations exist
and regulators can enforce them in critical infrastructure-scale assets,
but they struggle to do so in small, cheap, internet-connected inverters
where no one is mandated or incentivised to ensure security settings.
Power system simulations suggest that a targeted compromise of 3

GW can have significant implications for Europe’s power grid.

The Chinarisk is one of both hardware and software. Nine of the top ten
global inverter vendors are headquartered in China. Huawei and Sun-
grow together held about 55% of global inverter market share in 2024.
The European Solar Manufacturing Council estimates that in excess of
200 GW of European solar power uses Chinese inverters.

Chinese-made inverters are a ubiquitous vulnerability that can be ex-
ploited by Chinese state cyber actors (although the technical vulnera-
bilities are common across vendors and are not uniquely Chinese). The
China concentration risk extends beyond cyber attacks. In November
2024, several inverters in the US were disabled by their Chinese man-
ufacturer amid a contract dispute; the Department of Energy has not
commented on how many devices were affected. Other unexplained
communication devices not listed in product specifications were found in
Chinese solar inverters in the US in 2024; these could have circumvented
firewalls designed to prevent the devices communicating with China.

Inverters clearly pose a cyber and physical risk, amplified by China’s
dominant manufacturing role. While in the past, inverters were fitted in
and forgotten, the lifetime of more modern inverters can be extended
through software and firmware updates, provided by the manufacturer.
This gives manufacturers easy access to networked systems but also
significant leverage over the price of inverters, the time of delivery,
and the availability of spare parts and maintenance. Failure to deliver
inverters or upgrade them does not lead to an energy crisis but can
slow timelines for the energy transition, disrupt localised operations, or
increase operating costs.

A cyber attack could be significantly more impactful but would not
necessarily target Chinese equipment. Mitigation measures are there-
fore critical. If they are designed and enforced properly, the impact of
cyber attacks on critical infrastructure-sized assets can be contained.
But microgrids and smaller solar farms remain vulnerable. And while
there was no clear agreement between interviewees on whether solar
panels themselves present a vulnerability, our interlocutors consistently
flagged inverters as a critical weakness.


https://www.energy.gov/eere/solar/solar-cybersecurity
https://www.nccoe.nist.gov/projects/cybersecurity-smart-inverters-guidelines-residential-and-light-commercial-solar-energy
https://www.mdpi.com/1424-8220/25/5/1493
https://api.solarpowereurope.org/uploads/SPE_2025_Solutions_for_PV_Cyber_Risks_to_Grid_Stability_032dc2ae5a.pdf?updated_at=2025-04-29T07:11:32.315Z
https://esmc.solar/restrict-remote-access-of-pv-inverters-from-high-risk-vendors/
https://www.washingtonpost.com/business/2025/12/10/us-energy-grid-china-threat-blackouts/
https://www.washingtonpost.com/business/2025/12/10/us-energy-grid-china-threat-blackouts/
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
https://www.reuters.com/sustainability/climate-energy/ghost-machine-rogue-communication-devices-found-chinese-inverters-2025-05-14/
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Prosperity

Most European governments now include prosperity and economic security
within their definition of national security. Yet they appear slow to recognise and
address the long-term economic harm that will very likely arise from an over-
dependence on Chinese low-carbon technology.

The most obvious risk is in low-carbon technology manufacturing. Unless the
trend towards China’'s dominance is mitigated or slowed, particularly in certain
segments, Europe’s industrial competitiveness in this area will continue to erode.
China has clearly articulated in national documents — such as its 2015 ‘Made
in China 2025’ industrial strategy — that it intends to dominate high-tech sec-
tors, implicitly at the West's expense. Its execution of this strategy in relation to
low-carbon technology, particularly the 'new three’ of EVs, solar, and batteries,
has been highly effective. Where the West once led, China now dominates. China
has already decimated Europe’s solar industry. Most of the remaining ‘European’
solar companies have moved their production to China.

Automotive and wind equipment manufacturing will probably be next. Chinese
industrial oversupply will squeeze European competitors and deepen long-term
dependence. Chinese vehicle sales in Europe have surged in recent years. Mean-
while, ‘European’ automobile and wind manufacturers are shifting their production
to Ching, hollowing out employment and value creation at home. Some may
dismiss the loss of wind manufacturing in Europe as manageable, but the risk to
Europe’s automotive sector is far more serious. Automaking is a strategic industry
across the continent and its decline would have profound economic and political
conseqguences in Germany, France, the UK, Italy, and others.

Local manufacturing requirements offer one potential response. But highly
automated Chinese manufacturing operations in Europe might generate few
local jobs and limited transfer of intellectual property, depending on the sector.
Chinese battery giant CATL is lobbying Spain’s government to allow 2,000 Chi-
nese engineers, technicians, and managers to work on establishing a €4.1 billion
manufacturing plant in Zaragoza.

There are broader economic risks beyond the low-carbon sector. Europe’s trade
deficit with Ching, already in excess of €305 billion annually, will worsen. China’s
commercial advantage will strengthen: as its firms gain market dominance, they
will have greater ability to raise prices. This is a basic dynamic of trade, even
before geoeconomics is layered on top.

The long-term consequences of allowing China to dominate technologies cen-
tral to the future economy are also severe. China is already advancing rapidly
in science and engineering R&D and high-tech manufacturing, with benefits for
other disciplines such as robotics and arms. Europe’s Al ecosystem - considered a
strategic priority by many European governments - is increasingly dependent on
Chinese batteries. If China restricted battery exports, Al development would slow.

Over-dependence on China for low-carbon technology ultimately places Europe’s
energy transition and pursuit of energy security at risk. At the very moment that
Europe is seeking ‘energy sovereignty’ through low-carbon technology - as a
solution to the geopolitical and geoeconomic shocks affecting global fossil fuel
markets - it risks replacing one set of economic dependencies with another.

Unchecked dependence on cheap Chinese technology will not benefit European
economies; it willdamage them.
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Case study - Solar

In 2014, EU solar module manufacturing supplied around 25% of Eu-
ropean installations. European production capacity was just under 2
GW compared to 7-8 GW of solar panels deployed. By 2024, European
manufacturing had increased only three fold, but installations had
risen to around 60 GW with Europe importing 98% of its solar panels
from China. The rapid scale up and cost reductions in Chinese solar
modules has facilitated the surge in deployment, but it has also dec-
imated European industry.

China’s solar industry began in the early 2000s as an export industry,
with Chinese entrepreneurs looking to tap export demand created by
European feed-in tariffs. Chinese companies imported turnkey production
lines and process knowhow from European and Japanese equipment
makers, leveraging overlaps with the domestic semiconductor industry
and the ‘plug-and-play’ character of cell manufacturing. The Chinese
industry scaled up rapidly and exports surged. In response, anti-dump-
ing measures were introduced by European governments in the 2010s,
prompting the Chinese government to shift support toward domestic
deployment. By the mid 2010s, even lower Chinese production costs,
which came largely from scale, process innovation, and supply-chain
clustering, undercut EU producers, driving a wave of bankruptcies and
consolidation among European cell and module makers. According to
one estimate, employment from the solar sector (spanning manufac-
turing and operation and maintenance) fell from roughly 100,000 jobs
in 2012 to around 60,000 by late 2013.

Today, Chinese firms dominate the entire solar photovolatic value
chain, supported by China's industrial policy, but also resource and
infrastructure advantages. From cell manufacturing, suppliers moved

upstream, capitalising on low cost energy for electricity-intensive poly-
silicon production. Xinjiang province became a key manufacturing hub
given its abundant energy resources and large coal-power base. The
province also offered tax breaks and cheap land so in the early 2020s,
Xinjiang alone provided close to one-half of global solar production,
while US and EU shares fell to single digits. Building on this, Chinese firms
established dominance in the midstream and downstream value chain.

Concerns about forced labour in Xinjiang prompted measures such as the
US Uyghur Forced Labor Prevention Act and EU forced-labour rules. This
then led to a regional reshuffle within China. Major producers expanded
or shifted capacity to other Chinese provinces with hydropower or other
renewable resources (as well as coal) and routed more intermediate
products to Southeast Asia, where modules are assembled for Western
markets. Overall Chinese control of the value chain remains above 80%.

Europe’s manufacturing base has shrunk to low single-digit shares,
mainly in niche or specialised plants. European firms such as Ox-
ford PV and Meyer Burger have moved toward higher-efficiency or
next-generation concepts rather than mass commodity output. But
without large-scale, long-term policy support to offset China’'s cost
and capacity advantages or protect intellectual property if scaling up
in Chinag, Europe will remain heavily dependent on imported Chinese
hardware and could also risk losing its technological innovation base
to more dynamic markets such as China.

Itis highly unlikely that Europe will resuscitate its solar industry. Non-Chi-
nese panels are three times more expensive and often still contain
Chinese components. But innovation in Europe can and should be pro-
tected especially for next generation technologies. Creative industrial
policies can help scale up.
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Political and Geopolitical

As China’'s importance to Europe’s energy system grows, so will its ability to af-
fect European strategic calculus and decision-making. The question of whether
China would disrupt European systems is less important than whether it could.
Once China has the capability to cause significant disruption - and once it has
demonstrated its preparedness to use economic statecraft in other domains
like critical minerals - this will shape European decision-making.

Chinafully appreciates the geopolitical power of economic dependency. Building
and leveraging this advantage has probably been part of its strategy for years.
Even the implied threat of disruption can be enough to coerce adversaries: dur-
ing the Hong Kong democracy crisis in 2020, Western governments hesitated to
criticise Beijing owing to their reliance on China for COVID-19 supply chains. Parts
of the European institutions are aware of this risk: in January 2024 a European
Parliament resolution acknowledged that ‘the Chinese government has demon-
strated that it is willing to weaponise its overwhelming control of global rare earth
supplies for political ends’, and warned of ‘the risk of Chinese companies having
any involvement with EU strategic assets'.

The risk is particularly acute in critical national infrastructure sectors like energy
and transport. Significant Chinese leverage in these areas makes it even harder
for European governments to stand up to China on issues of disagreement. Eu-
rope does not want to be forced to choose between condemning and opposing
Chinese activity in the South China Seq, or keeping their energy transition on track.

There will be broader geopolitical consequences if China dominates the European
low-carbon technology sector. China will cement its role as a global leader in
transition technologies, at Europe’s expense, giving it stronger influence around
the world as its technology and standards proliferate. Countries in the Global
South are even more vulnerable to economic dependency than Europe, and
China would be highly likely to exploit leverage over future energy and transport
systems to pull emerging economies closer into its orbit. This is already happening
in countries like Pakistan and Ethiopia. Europe would feel the impact of this lost
influence in domains like UN votes and international standards setting, as Global
South countries increasingly align with China.

Perhaps the most overlooked national security risk arising from Europe’s use
of Chinese low-carbon technology comes not from the technology itself, but
from the US's likely hostile response to those who embrace it.

We assess that the US will likely seek to reverse the growing presence of Chi-
nese technology in European markets. The Trump administration has clearly
articulated, as national security priorities, its opposition to net zero and decar-
bonisation strategies, low-carbon energy, Europe’s liberal values including its
decarbonisation agenda, and the rise of China. The December 2025 US Nationall
Security Strategy states that Washington will actively oppose Europe’s policy
approach on core issues like the transition: ‘Our goal should be to help Europe
correct its current trajectory..Cultivating resistance’.

European policymakers have been slow to appreciate how far the Trump ad-
ministration may go to undermine the energy transition. They should expect a
more actively hostile US to use the full suite of geopolitical and geoeconomic
levers. This would fit the administration’s fossil fuel-based ‘energy dominance’
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agenda, which seeks to pressure even allies to reject the energy transition and
purchase more US oil and gas. Large-scale projects like offshore wind might
face particular scrutiny, but the US may also simply argue that the volume
of energy imports from a strategic rival comes at the expense of American
fossil fuel imports.

In response, we anticipate that the US will sanction Chinese suppliers or com-
ponents, and demand that Europe remove them from its energy systems, or
face tariffs or other sanctions such as the withdrawal of the US from Europe-
an security architecture. In late January, President Trump threatened tariffs
against Canada after it struck an agreement with China which, among other
measures, slashed tariffs on some Chinese EVs. There is no reason Europe
should expect different treatment. The US may also look to security-related
levers to test the Europe-China relationship: if Washington perceives that
Europe is ‘choosing Chinad’, it may reconsider US support to NATO or Ukraine.

There is precedent for this approach. In July 2020, during the first Trump ad-
ministration, the US threatened to expel the UK from the Five Eyes intelligence
partnership if it did not remove Huawei equipment from its telecommunica-
tions infrastructure. Prime Minister Boris Johnson's government complied. It
was political and geopolitical risk, not cyber risk, that drove the final decision.
The same pattern is already emerging. The US has sanctioned eight Chinese
battery manufacturers, paving the way for extraterritorial sanctions enforce-
ment. It has argued that Chinese sensors in low-carbon technology pose a
threat to NATO/US deployed forces in Europe. And it has reportedly ‘warned’ the
UK Government over Mingyang's proposed wind turbine factory in Scotland,
which Westminster has now effectively blocked.

The impact of the US pressuring Europe to rip out or stop purchasing Chinese
low-carbon technology would be very high: Europe would face a choice between
abandoning its energy strategy overnight and incurring the economic costs of
removing Chinese technology (and potentially pivoting back to fossil fuels), or
antagonising the US and incurring the resulting economic and security penalties.

A different US administration might adopt an alternative approach. But fun-
damentally the US is the world's largest producer of both oil and gas, and
a net fossil fuel exporter. These structural drivers will likely motivate future
administrations to strongly encourage trading partners to purchase more
US fossil fuels and less Chinese low-carbon technology.

Though it will vary by country, Europe is likely to face growing domestic political
pushback against China’'s dominance in low-carbon technologies. Issues

0 6 involving national security and China tend to attract significant attention
from opposition and ‘back bench’ politicians, industry groups, and the media.
Domestic These dynamics often create sustained political challenges for governments.
political ) , o ) ) )
Our interviews highlighted a consistent theme: once a narrative takes hold, it can
pushback . ; L . .
quickly move beyond the facts of the case. Headlines and political point-scoring
Likelihood often matter more than technical risk assessments. Public concerns around jobs,
Likely fairness, safety, and dependency can shape policy outcomes independently
of expert analysis. Complex issues are frequently simplified to ‘if it is Chinese
Impact then it must be bad'. A clear example occurred in October 2023, when Equinor
High faced a major political and media backlash for awarding oil-drilling contracts

to a Chinese company without notifying the Norwegian intelligence services.
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The greatest domestic political risk comes from the potential for electorates
to turn against their governments’ policy towards China. Job losses and
industrial decline could quickly translate into political risk and electoral shock.
Citizens will likely blame incumbent governments and moderate parties who
have tended to tolerate or even welcome Chinese investment. The political
implications of the decline of automotive manufacturing in contested regions
such as southern Germany, central and eastern Europe, or the UK's West
Midlands would be substantial. Criticism of Equinor in 2023 focused not only on
the national security risks of involving China in critical North Sea infrastructure,
but also on the potential job losses for Norwegians. Indeed, if the energy
transition leads to job losses rather than creation, then public support for the
decarbonisation agenda will erode, perhaps terminally. It would be politically
unwise for European governments to overlook or underestimate this risk.

It would also be a mistake to assume that only centrist parties are vulnerable
to the political risks arising from greater dependence on Ching; this is anissue
that will affect parties across the political spectrum. Parties gaining support
because of worker discontent linked to de-industrialisation, such as the AfD
in Germany or Reform and the Greens in the UK, may in turn lose voters if
they do not halt China’s encroachment into strategic national industries.
Increased dependence on China undermines parties that claim to advance
a nationalist agenda; conversely, pursuing genuine energy sovereignty would
support their case.

Tackling Europe’s reliance on Chinese low-carbon technology might raise
consumer prices in the short term and therefore also increase political risk. But
over a slightly longer period, consolidated Chinese control would give China
an outsized influence over setting prices. In contrast, there are tremendous
opportunities for European politicians to benefit from championing domestic
low-carbon energy industries, and supporting manufacturing and jobs.
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Defence and Intelligence

Europe’s defence supply chains share considerable overlap with the low-carbon
sector. They rely on many of the same materials, components, technologies,
and manufacturing techniques. So as China’'s dominance of low-carbon
technologies grows, Europe’s defence sector will very likely also become more
dependent on China.

There is a particular vulnerability around rare earth magnets and batteries.
These are two of the most important components for modern warfare as
it becomes more high-tech and autonomous. Many advanced weapons
systems, not least drones, require magnets and batteries, and China is the
leading producer of both. There was deep concern in Europe when China
tightened export controls on magnets in mid-2025, and threatened to limit
exports of some of its battery technologies in October 2025. In December
2025, the US National Defense Authorization Act introduced limits on US mil-
itary purchases of batteries from ‘foreign entities of concern’, in an effort to
address this dependency.

Beyond specific supply chain dependencies, there is also a risk to the Europe-
an defence industrial base from ceding advanced manufacturing to China.
Should a conflict arise, Europe’s high-tech industrial base - equipment, tech-
nologies, workforce, knowhow - could have been quickly repurposed for the
development and production of advanced military capabilities, as was the
case during the Second World War. Today, this capacity is weaker. Meanwhile,
China’s policy of ‘civil-military fusion” means that Chinese companies gaining
control or influence in Europe’s advanced technology sectors can directly
contribute to the development of PLA military capabilities.

China will almost certainly use its low-carbon technology to conduct espionage
against key European intelligence priorities, including defence sites and
capabilities. Suggesting otherwise underestimates the scale and ambition
of China’s intelligence-gathering efforts.

China will exploit sensors embedded in its technology to identify operational
patterns, personnel, and capabilities at military sites. Offshore energy
infrastructure may help it track submarine and other naval movements. The
US has repeatedly warned European governments about these risks, and
some appear to have started to take note. In 2025, for example, the German
government said it was assessing the risk of espionage arising from Mingyang's
participation in the Waterkant offshore wind project. Chinese data security
laws require firms to provide authorities with access to their data and systems
upon request.

At an individual citizen level, there is also considerable intelligence of value
that can be gleaned from personal data, audio or video captured by EVs, or
from household low-carbon technology. Western governments that lack the
‘big data’ capabilities of China’s intelligence services, particularly its Ministry
of State Security, tend to underestimate the value of this information to China.

We assess the overall impact of this activity as ‘'medium’ because it would
represent arelatively small part of China’s alleged broader espionage efforts
against the West - described by UK Security Service Director General Ken
McCallum in 2023 as being of ‘epic scale’.
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As the risk assessment above highlights, dependencies on Chinese low-car-
bon technologies have vast implications for national security, defined in the
broadest sense of the term. Yet it is striking how poorly recognised the risks
and their impact appear to be. Few policy makers have system-level under-
standing of the China / low-carbon technology / national security nexus. Even
fewer are aware of the technical likelihood and impact of the risks and how
they vary between infrastructure-level equipment such as offshore wind, or
more distributed and fragmented low-carbon technologies such as solar
panels and batteries. Since policy is often made in silos, governments rarely
think about how these risks are interconnected and how some might happen
together. The need for a holistic approach to understand and manage them
is urgent, yet not currently on decision makers’ agendas.

There has been a narrative since 2022 that acknowledged Europe should
avoid replacing its dependence on Russian gas with reliance on Chinese
low-carbon technologies. But beyond this high level statement, there is limited
understanding of whether this is achievable, at which time scales, at what
costs, in what specific technologies, and how this could happen.

Europe’s emerging risks around China and low-carbon technologies are more
complex than a simple replay of its dependence on Russian gas. Reliance on
fossil fuels means a continuous, daily flow of molecules into the system. Dis-
ruptions have an immediate impact: supply cuts trigger price spikes which in
turn can lead to disruptions to industrial production and squeeze household
budgets. As this report goes to print, Brent crude has broken above 100 dollars
per barrel. European natural gas prices have almost doubled over the past
month amid US—Israeli strikes on Iran, Iranian retaliation, and severe disruption
risks around the Strait of Hormuz. These price spikes are already lifting fuel
costs for consumers and, if shipping and production disruptions persist, could
evolve into supply shortfalls that significantly weigh on economic activity.

By contrast, dependence on China in low-carbon technologies revolves
around the hardware and inputs for building an electrified and decarbonised
system. Disruption of supplies of rare earths, lithium, graphite, or Chinese solar
panels do not switch the lights off; instead it delays the rollout of low-carbon
technologies and raises costs. But once those assets are installed, they run
largely on local wind and sun and need maintenance and spare parts. The
security risk is less about short-term energy supply and more about industrial,
technological, and geopolitical leverage over the transition itself. The signifi-
cance of this is widely underappreciated in Europe.

Discussions of these risks are also complicated by the fact that governments,
voters, and businesses hold widely differing views on how to manage both
the energy transition, and relations with China. Moreover, while policy mak-
ers recognise the risks associated with market concentration, many do not
grasp the extent of dependence on China or the complexity of low-carbon
technology supply chains. Perceptions of Europe’s dependence on China for
low-carbon technologies run the gamut from a cost-saving opportunity to
diversify away from Russia to a strategic threat. In many governments, both
views coexist, sending mixed signals to industry. Moreover, most governments
have not even discussed or tried to reconcile these competing views.

European countries seem incapable of thinking holistically about this challenge.
As one interlocutor put it ‘Europe’s inability to manage these risks is itself a
risk’. Policy to date has been driven by emissions targets and cheap imports
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rather than a joined-up assessment of how global economic and geopoliti-
cal paradigms have changed. There is limited consideration to what buying
Chinese low-carbon technology means for Europe’s future industrial base,
its relations with the US, or its strategic autonomy. One senior industry figure
told us that their company has no consistent process for factoring third-party
political risk into major projects or procurement decisions.

Fragmentation compounds the problem: member states have different pri-
orities, risk tolerances, and time horizons. Eastern frontline states, for example,
are focused on phasing out Russian oil, gas, and grid dependence. For many
of them, China’s dominance in low-carbon equipment is a ‘tomorrow problem’
compared with the immediate threat from Moscow. As one interviewee put it,
the priority in places like Poland is defending against Russian sabotage and
securing non-Russian energy. Draft strategies to 2040 ‘are not very detailed on
China.’ Lithuania, by contrast, has explicitly leaned into US LNG and potential US
nuclear cooperation, seeing that alliance logic as part of its energy strategy.
These divergent lenses make a coherent Europe-wide approach difficult, as
made evident in current “Buy European” debates.

Lack of technical understanding across the energy and defence space is also
a major problem. In non-defence communities, there is a striking blind spot
around national-security implications. The European Parliament’'s January
2024 resolution on China's influence over critical infrastructure barely mentions
energy, despite China’'s deep presence in solar, batteries, cables, vessels, and
inverters. The debate that does exist often fails to distinguish between real
and perceived risks and is not informed by sufficient technical understanding.

All of this points to a systemic challenge: no single actor is currently joining
up the dots between climate targets, industrial policy, supply-chain structure,
security, and geopolitics. EU instruments like the forthcoming Industrial Ac-
celerator Act and local-content rules are, in practice, more industrial policy
than security strategy. They are formed with assumptions based on headline
views of markets rather than detailed mapping of where the most critical
dependencies actually lie and which can realistically be mitigated. Many
national governments like the UK’s have siloed positions on these questions
depending on the ministry in question and whether its focus is environment,
security, or economic competitiveness.

Unpacking these risks and the trade offs is therefore critical. As governments
make choices about their energy systems, they must judge the various trade
offs: moving too slowly on the energy transition ties them into an ongoing
dependency on fossil fuels and the associated price volatility. It creates
carbon lock-in that will be hard to reconcile with their net-zero targets and
will undermine the desire of many European governments to be leaders on
addressing climate change. The ‘hardware’ of building decarbonised grids
will be cheaper using Chinese solar panels, batteries, inverters, cables, and
potentially wind turbines. Yet from a broader industrial policy perspective,
this solution to one set of energy security risks creates another political and
economic concern. Sourcing low cost Chinese clean-tech equipment poses
a competitive threat to European manufacturing capabilities. While not an
energy security challenge, it is clearly a national security risk.

Attracting Chinese manufacturing into Europe could offset some of those risks,
but European countries lack consistent and clear regulatory frameworks to
protect local employment and encourage knowledge transfer. There is more
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focus on Chinese potential ‘kill switches’ in low-carbon equipment than the risk
of not having access to spare parts and the potential leverage this gives the
Chinese government. There is not enough thinking about acceptable thresh-
olds for dependency, how they vary by state and whether there is a common
threshold on an EU level. At the same time, the focus on risks emerging from
Chinese components is distracting from the more urgent need to bolster the
security of interconnected systems.

Equally, there is not enough thinking about how Chinese dependencies impact
European countries’ relations with each other and their ability to find unified
positions on key geostrategic questions.

Finally, the geopolitical implications for relations with the US seem to be woe-
fully underestimated or willingly ignored. If Europe waits to be forced by the
US to choose whether it is ‘with’ the US or ‘against’ it, then there will be costs
whichever way it turns. European policymakers must appreciate that, if they
are truly wedded to the US for security reasons, then it is unwise to further
deepen dependence on Chinese low-carbon technology now because they
will probably have to rip it out later at the US's insistence and at much greater
expense. If Europe doesn't act to reduce dependency on China by creating its
own industrial capabilities, it may be forced to do so on Washington's terms.

Summary of Interviews

In preparing this report, Loom interviewed around 20 experts from across
Europe’s national security and energy communities, from Western and
Eastern European states and a wide range of ministries and energy
sectors. There was a spectrum of views, but one finding stood out: the
two communities often held fundamentally different perspectives on
whether China'’s role in Europe’s energy transition poses national-se-
curity risks.

For the national security community, the risks from China were perceived
as serious and systemic. By contrast, most energy-sector experts saw
the risks as operational, limited, and manageable:

» National security and government interviewees most frequently
highlighted cyber vulnerabilities. Concerns centered on intelligent,
software-enabled components such as inverters, grid-management
systems, EVs, and service-layer access to wind turbines. Interviewees
generally framed these as latent vulnerabilities that could be exploited
during a crisis or grey-zone confrontation. China was framed as a
strategic actor increasingly willing to use technological and economic
leverage coercively, even below the threshold of open conflict. From
this perspective, dependency was seen as unacceptable, regardless
of whether disruption actually materialises.

Energy sector interviewees most often emphasized economic and
delivery risks: potential reneging on equipment contracts, opaque
supply chains, and regulatory uncertainty. Several said their greatest
concern was not China, but sudden or extreme shifts in Western policy,
or regulatory fragmentation that raises costs and slows deployment.
Many were confident that derisking was feasible and full decoupling
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from China was neither realistic nor necessary. Project developers
and buyers of low-carbon technologies emphasised the low cost,
sophistication, and availability of Chinese products. Manufacturers
competing directly with Chinese suppliers highlighted a variety of
risks including a loss of industrial competitiveness, and cyber and
data security issues. Cooperation, joint ventures, and managed in-
terdependence were viewed as necessary and inevitable - but even
those required consistent and coherent guidance from governments.

Despite their differences, interviewees identified three common areas
of concern:

1.

Leverage. China’s ability to shape outcomes and control prices
through its indispensable position often concerned interviewees
more than dramatic disruption scenarios.

. Institutional fragmentation. Many noted a lack of coordination

between security, energy, and economic policymakers, leading to
mismatched priorities and inconsistent signals to industry.

. Narrative risk. Public perceptions around jobs, safety, fairness, and

dependency can drive policy decisions independently of technical
risk assessments, and may pose a greater risk to the transition than
China itself.

Interviewees generally spoke less about geoeconomic or geopolitical
risks than other categories. Only a small minority demonstrated a
coherent, system-level understanding of the nexus between Ching,
low-carbon technology, and national security.

Notably, most participants underestimated the potential impact of US
actions. Only a few recognised how abruptly US policy could reshape
Europe’s options on China, potentially forcing a rapid decoupling.
However, these interviewees noted that policymakers are too focused
on near term political and geopolitical challenges to consider these
looming risks.
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